
Adversary Types

Type Identification

Outsider

International Terrorist O1
Domestic Terrorist O2
Environmental Extremist O3
Criminal O4
Vandal O5

Insider

Super Insider I1
Collusion - Multiple Employees I2
Disgruntled Employee - Revenge I3
Disgruntled Employee Ð Make Statement I4
Individual - Personal Gain I5

CYBER:

Outsider

International Terrorist OC1
Organized Crime OC2
Hacker Coalition OC3
Individual Hacker OC4
Novice Hacker OC5

Insider (SCADA Informed)

Full knowledge Ð Full Privileges IC1
Operator Knowledge IC2
Individual - Advanced Computer Skills IC3


